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Circular No.: NSDL/POLICY/2024/0072 May 31, 2024

Subject: Facility for submission of Incident Report and Root Cause Analysis in electronic form
through e-PASS.

All Participants are hereby informed that NSDL has developed a facility for online submission of
‘Incident report and Root Cause Analysis (RCA)' through NSDL e-PASS portal. Accordingly,
Participants shall be required to submit Incident report and Root cause analysis online through e-PASS

platform.

The procedure for submission of 'Incident Report' and 'Root Cause Analysis (RCA) Report through

e-PASS portal is enclosed in Annexure A and Annexure B respectively.

Please note the timelines for submission of the Incident details in the e-PASS portal:

Sr. No.[ Particulars Reporting Timelines
1 Incident reporting with details on | Within 6 hours of noticing / detecting such
Cyber Incident incidents
2. Root cause analysis (RCA) Within 14 days of reporting the incident

Participants are requested to take note of the above and ensure compliance.

For further information on the circular, Depository Participants are requested to contact at Tel: (022)
42165317. For technical queries or assistance for submission in the portal, Participants are requested
to contact Tel: (022) 4886 7000 / helpdesk@nsdl.com

For and on behalf of
National Securities Depository Limited

Date: 2024.05.31
AROCKIARAJ 12:09:33 +05'30'

Arockiaraj
Manager

Enclosures: Two

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai — 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in
Corporate Identity Number: U74120MH2012PLC230380
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FORTHCOMING COMPLIANCE

Particulars

Deadline

Manner of sending

Reference

Investor Grievance Report
(Monthly)

By 10" of the following
month

Through e-PASS

1. Para 20 of NSDL Master Circular for Participants on
‘Grievance Redressal’ chapter.

2. Circular No.: NSDL/POLICY/2023/0161 dated November
13, 2023

Atrtificial Intelligence /Machine
Learning Reporting Form
(Annually)

Within three months of
the end of the financial
year

Through e-PASS

Circular No.: NSDL/POLICY/2024/0003 dated January 05, 2024

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
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Annexure A
Guidelines to submit the Incident Reporting form.
1. Fill the report by maker ID

i. Click on e-PASS URL: https://www.epass.nsdl.com to submit the report.
. Login in e-PASS by using DP Maker.

€3 NSDL "4 Begirvisien Syctals
Login
User ID | ]
Password ]
ot ===
cAPTCHA | [7a3ach | 42
iil. Go to DP Periodical Reports = Incident reporting form =»Submit Incident reporting form.
> | welcome, snewaL Hocne [ 1o Participant-Inspection Audit
‘f’ N§P¥j Role : dpmaker(IN300601) Last Login Date/Time : Jan 30, 2024 11:00 AM Q and s:“"i,?:n s"um

Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited

View! Update DP Details iAssi [ Investor Grievances

Y Submit Incident Reporting Form

Quarterly report of Cyber incident View/Search Incident Reporting Form
VAPT Report

iv. Select the DP name, DP IDs =» Click on Proceed.

Submit Incident Report X

DP Name ICICI BANK LIMITED DPID 3 1N300183~ICICI BANK LIMITED
3 1N301348~ICICI BANK LIMITED
1N302679~1CICI BANK LIMITED
E21N302902~ICICI BANK LIMITED
9 1N303028~ICICI BANK LIMITED
9 IN900100~ICICI BANK LIMITED
[ 1N900102~ICICI BANK LIMITED
3 1N900104~ICICI BANK LIMITED
2 1N900120~1CICI BANK LIMITED
E21N900121~ICICI BANK LIMITED

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
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V. Fill in all details of the Cyber Incidents.

L’ N$])‘;[-‘ ‘ e e Participant-Inspection Audit

Role 1 dpmaker(IN300001) Last Login Date/Time : Jan 30, 2024 11:00 AM and Supervision System
Entity : IN-DP-NSDL-15-06 - HDFC Bank Limited
T ———— ] [~ W -
Incident Reporting Form
lam: * ® The effected entity (> Reporting incident affecting other entity

Type ® Individual © Organi

Name * tested Role/Title * Tostor

Organization Unknown

name

Contact No. 8866557700 Email ~ unknown@gmall.com
Address "

unknown apartment

.

&’ NSDL Welcome, SNEHAL P Home | p Participant-Inspection Audit
Role : dpmaker(IN200601) Last Login Date/Time : Jan 20, 2024 11:00 AM

s weaet s E = 3nd Supervision System
Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited

Subm

Affected entity (if not same as reporting entity above) ~ ..,

Incident Type:
DoS/DDos attacks (] DataBreach (] Data Leak

) Attacks or malicious/suspicious activities affecting systems/ servers/ O Attacks on Internet of Things {1oT) devices
Aftacks on Critical infrastructure, SCADA and networks/software/ applications related to Big Data,Block chain, virtual assets,

- : : _ : ) - and associated systems,
operational technology systems and Wireless networks  virtual asset exchanges, custodian wallets, Robotics, 3D and 4D Printing, additive
: networks software servers
manufacturing, Drones

Unautherised access of IT systems/data 0 Defacement or intrusion into the website Malicious code attacks
Attack on servers such as Database, Mail and DNS and Targeted scanning/probing of critical
: Identity Theft, spoofing and phishing attacks N £/
network devices such as Routers networks/systems
[ Attacks cr incident affecting Digital
O compromise of critical systems/information Attacks on Application such as E-Governance,EB-Commerce etc. €
Payment systems
. O Unauthorised access to social media
O Attacks through Malicious mobile Apps O Fake mobile Apps
accounts
O Attacks or malicious/ suspicious activities affecting
o suso ® O attacks or malicious/ suspicious actvities affecting systems/

Cloud computin, O Other [Please specil
pumne . servers/software/applications related to Artificial Intelligence and Machine Learning ! peci)
systems/servers/software/applications

Qther (Please specify)

Is the affected system/network critical to the organization’s mi

” Welcome, SNEHAL P Home | ?
& NSDL Role : dpmaker(IN300601) Last Login Date/Time : Jan 30, 2024 11:00 AM and

Tochmatogy, T & osct -
Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited

Submit

cident Reporting Form
e

\S/SETVETS/SaTIWar e/ BRRIICAONS

Other (Please specify)

Is the affected sy critical to the O Yes ® No

Domain/URL 172.14.251 1P Address * 172.14.25.10
Operating  * unknown Make/Model/ * iy

System Cloud details

Network and ~ 172.14.25 1

name of ISP

Affected Application details *

unkno

wm

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in

Corporate Identity Number: U74120MH2012PLC230380
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e e Home | Lﬂr Participant-Inspection Audit
& 2nd Supervision System

Last Login Date/Time : Jan 30, 2024 11:00 AM

€3 NSDL

Role : dpmaker(IN200601)
Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited

Submit Incident Reporting Form

Affected Application details *

unknown

Location of affected system (including City, Region & Country)

unknown

Brief description of Incident

unknewn
Vi. Click on ‘Save’ button to save the report.
- C  ONatsase higs as O & 08
Mirsi @ Quy Diwe D ’

F Wekome, SATHAL Report saved suctesshly ! wmu
t” N_§DL Rle « dpmaber{10300001) Last Login £ .! and sl‘”"ll‘ll s'l“-

fatity | 3N-CP NSDL- L3596 - MOFC Bank Lt

0

Vii. Click on ‘Validate’ button to validate report.

© . @ Ve £ b

(o By vl lerrsisnsniiin s Bmami e .

wnd Suparvisian Syntem
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Submit report to DP Checker

Viil. Click on ‘Send to Checker’ button to Submit report to DP Checker.

¢ g o a o 0 L O 2
o L o ] .

 ho e A e ey - e g Participant-tnapestion hudh

. n and Supervision System

2. Returned to Maker

DP checker can send the report back to DP maker.
Login using DP Checker.

Go to DP Periodical Reports = Incident reporting form =» View/Search Incident reporting
form.

1 Welcome, SNEHAL V PATIL Home | Lo Pnrtiuipmt-lnlpuﬁnn Audit
Q NSDL Role : dpchecker(IN300601) v

Technstony, Tt & Resct

View! Update DP Details Surveillance

Last Login Date/Time : Jan 30, 2024 03:17 PM and su“"mnn s"hm
Entity : IN-DP-NSDL-15-06 - HDFC Bank Limited

Net worth Submission

icl ) Submit Incident Reporting Form
VAPT Report | |

My compliance Page

Compliance Cerfificale

iv. Filter Report with Status ‘Submitted to checker’.
© NSDL e 4

Inc

ident Reporting Listing

[Reﬂ'enfﬁ Ne [T Status EE TN j
Total Records : 8
o .
28 INS00126/IN300476 IN300601INSOL1SLINSOL42 | ypEc Bank Limited Submitted To Checker 3040172024

s
S 4

IN300126,IN300476.IN300601,IN301151,IN30143
6.IN301549

HDFC Bank Limited Submitied To NSDL 30/01/2024
IN300126,1N300476.IN30060L.INI01151 IN30143

PR HDFC Bank Limited Submitted To NSDL 20,01/2024
L N e a0 0T 1SN0 e Bank Limited Returned To Maker 25/01/2024

IN300126,IN300476,IN300601.IN301151,IN30143 By . . N -
oty HDFC Bank Limited Submitted To NSDL 25/01/2024

IN300126,IN300476,IN300601,IN301151,IN30143 | - 284 04 =

National Securities Depository Limited
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V. Click on the reference number to open the report.

,., NSDL Walcama, SNEHAL v PATIL Hams | Lo Participant-Inspection Audit
“ Role : dpchecker(INJOOG01)  Last Login Date/Time : Jan 30, 2024 03:17 PM and Supervision System

" Entity 1 IN-DP-NEDL-15-96 - HDFC Bank Limited
Submit Incident Reporting Form [ x W -

Incident Reporting Form

The effected entity ~ Reporting incident affecting other entity

Type * Individual ~ Organization

Name * Mr India Role/Title * LT

Organization " Mr India

name

Contact No. * Y Email * Mr_India@gmail com
Address Mr India Home

Role : dpchecker(IN300601)  Last Login Date/Time : Jan 30, 2024 03:17 PM and Supervision System

‘ Welcome, SNEHAL V PATIL ez Lﬂv Participant-Inspection Audit

N-DP-NSDL-15-96 - HDFC Bank Limited

Affected entity (if not same as reporting entity above) ~ | 1 jndia

Incident Type: ~

DoS/DDoS attacks Datz Breach Data Leak
Aattacks or malicious/suspicious activities affecting systems/ servers/

Attacks on Critical infrastructure, SCADA and networks/software/ applications related to Big Data,Block chain, virtual assets,

eperational tachnology systems and Wireless networks  virtual asset axchanges, custodian wallets, Robotics, 3D and 4D Printing, additive
manufacturing Drones

Unauthorised access of IT systems/data Defacement or intrusion into the website Malicious code attacks

Attacks on Internet of Things (10T) devices
and associated systems,
networks software, servers

Attack on servers such as Database, Mail and DNS and Targeted scanning/probing of critical
- Identity Theft, spoofing and phishing attacks & e/probing
networks/systems

Attacks or incident affecting Digital
Payment systems

network devices such as Routers
Compromise of critical systems/information Attacks on Application such as E-Governance, E5-Commerce etc

Unauthorised access to social media
Attacks through Malicious mebile Apps Fake mobile Apps N
accounts

Attacks or malicious/ suspicious activities affecting 5 5 .
Attacks or malicious/ suseicious activities affecting systems/ .
Cloud computing 3 - y y Other (Please specify)
. servers/software/applications related to Artificial Intelligence and Machine Learning
systems/servers/software/applications

Other (Please specify)

Is the affected aritical to the ization’s mission? Yes No

Participant-Inspection Audit

NSDL

Welcome, SNEHAL V PATIL
Role : dpchacker(IN300601) Last Login Date/Time : Jan 20, 2024 03:17 PM

SDL-15-96 - HDFC Bank Limited

Other (Flease specily)

1s the affected system/network critical to the organization’s mission? " Yes  No

Mr India

Domain/URL 172.150.12.3.1 1P Address 150.120.11.10.2
Operating Mr India Make/Model/ Mr India
System Cloud details

Networkand Mr India

name of ISP

Affected Application details *
Mr India

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in

Corporate Identity Number: U74120MH2012PLC230380
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Vi. Enter rejection reason in brief.

5 ] NSDL Welcame, SNEWAL V PATIL Home | Lo Participant-Inspection Audit
€ INOLIL. Role : dpchecker(INZ00601)  Last Login Date/Time : Jan 30, 2024 03:17 PM and Supervision System

; i IN-DP-NSDL-13-96 - HDFC Bank Limitad
Submit Incident Reporting Form [ W -

Brief description of Incident

Mr India
Occurrence date * | 1a/01/2024 Time " 227 PM ®
Detectiondate ° 30012004 Time * 227 PM o

Rejection Reason

Return To Maker Submit To NSDL

rema | Lo Participant-Inspection Audit
ne : Jan 30, 2024 03:17 PM and Supervision System

Brief description of Incident

Mr India
Occurrence date | ymi01/2024 Time 2:27 PM @®
Detection date  ~ | 50,09/2024 Time 2:27 PM ®

Rejection Reason

[ e ]

Vii. Click on ‘Return to Maker’ button to send the Report to DP Maker

Following screen will be displayed.

=3 - (=] e -

L“ NSDL T — . .z and 8»."'“-0.- l'-‘u‘-

Toten e Aste

A Oviey i
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Report Status will be changed to ‘Returned to DP Maker’.

icident Reporting Listing

Home | Lo Participant-Inspection Audit
and Supervision System

[Ren‘en:eNn. [ Status  [Select = = = ]

Total Records : 8

z8 [N300126.IN300476.IN30000LINSO0ILSLINGOI43 | ypre Bank Limited Returned To Maker 30/01/2024

22 IN300126NI00476 IS 0 o0y O HISLINSOI3 | e Bank Limited Submitted Ta NSDL 3040172024

N IN200126,IN300476,IN300601IN301151,IN30143 ‘ 2 202

24 NG04 HDEC Bank Limited Submitted To NSDL 29/01/2024

22 2 I D047 O g O HISLINSOIS | yinec Bank Limited Returned To Maker 25/01/2024

20 [N300126.IN300476 INI00A0LINSOI1SLINIOI4S | yppc Bank Limited Submitted Ta NSDL 25/01/2024

GIN301549
o INZ00126,1N300476 IN300G0LINSOITSTINSOI43 | fyryec oo 1o ien ot iremd T ST [ — -

3. Submit the incident report to NSDL

i. Login with Checker id

. Go to DP Periodical Reports =»Incident reporting form =>View/Search Incident

reporting form.

€Y NSDL | e vome | Loigp Partcipant-inspaction Auit
- Role : dpchecker{IN300601) Last Login Date/Time : Jan 26, 2024 07:24 PM and Supervision System

View/Search Incident Reporting | x|

Incident Reporting Listing

[Renencema —— Status |_searcn ] j

Total Records : 7
27 IN300126,IN300476. _33%0165041!5"\'301151‘[-\'30“3 HDFC Bank Limited Submited To Chacker 20/01/2024
24 [N200126.INS00476 00601 INSO1ISLINOL4Z | pEC Bank Limited Submitted To NSDL 29/01/2024
2z | [NIDOL2OINS00476/NI0060LINSOLISLINGOI4S | ppee e Limited Returned To Maker 25/01/2024
g | [NIOL26INI0047E INID060TINIOTISLINOLAZ | yneC Bank Limited Submitted To NSDL 25/01/2024
12 [N300126,IN300476 N300601 INSO1ISLINIOL4S | HpEC Bank Limited Submitted To NSDL 25/01/2024
on | IN300126IN300476,N30060LINI0OLISLINGOIAR | fince mon 1 omtean mithad T NSPT 2501 12094 -

I ——

iil. Filter Report/s with status ‘Submitted to Checker'. Click on the reference number to

open the report.

‘/’ NSDL Welcome, SNEHAL U PATIL Home | L.,r Purtinipant-bemmetin Ami
INOLTE, Role : dpchecker(IN300601)  Last Login Date/Time : Jan 29, 2024 07:24 PM and Supervision System

Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited

Submit Incident Reporting Form [ x ]
Incident Reporting Form

lam: * The effected entity Reporting incident affecting other entity

Contact Information of the Reporter

Type Individual  Organization
Name "

tested Role/Title Tester

Organization
name

Unknown

Contact No. 8866557700 Email unknown@gmail.com

Address unknown apartment

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in

Corporate Identity Number: U74120MH2012PLC230380



http://www.nsdl.co.in/

Participant Services
‘-’/’ NSDL | ICircular |

Technology, Trust & Reach

iv. Click on ‘Submit to NSDL’ button to send the report to NSDL.

‘_” NSDL welcome ALV PAT L | L"P Participant-Inspection Audit
it e e Role : dpchacker(IN300601)  Last Login Date/Time : Jan 20, 2024 07:24 PM %= 2nd Supervision System
Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited
Submit Incident Reporting Form H B

Brief description of Incident

unknovm
4

Occurrence date * | og/01/2024 Time 12:38 PM €]

Detectiondate  ~ 50012024 Time * 12:39 PM ®

(* Rejection Reason

e

V. Following screen will be displayed post successful submission.

MGl @ Vulate Bl [DSerer [DBugsle 9080

Welcome, SNENAL ¥ PATT Report successtly submittad fo NSOL e WMM
‘) NSDL Rode ; dpcheckar{IIO0M0L) Last Login € D ! ..‘ s”"'hl'. S,“..
ity : INOO-RSOL- 1598 - HOFC Bank Limst °

4. VIEW/SEARCH Incident reporting report

DP checker can check the submitted incident report from ‘View / Search incident Reporting’

form menu.

i. Login to e-PASS by using DP Checker

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in
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. Go to DP Periodical Reports =» Cyber Incident reporting = View/Search Cyber Incident
report.

Q’ NSDL Welcome, SNEHAL V PATIL Home | I.ov Participant-Inspection Audit
- it e dorson Role : dpchecker(IN300601) Last Login Date/Time : Jan 29, 2024 07:24 PM and supll‘viliun sy".m

Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited

View! Update DP Details DP Periodical Report DP IG Report =

Net worth Submission

Y submit Incident Reporting Form
VAPT Report I Viewse
My compliance Page

Compliance Cerfificale

iii. Filter Report/s with status ‘Submitted to NSDL’

& ’ NSDL Welcome, SNEHAL PATIL Home | an e o e O
e Role : DP Maker Last Login Date/Time : Feb 05, 2024 06:45 PM %%~ and Supervision System
Entity : IN-DP-NSDL-20-97 - ICICI BANK LIMITED

D T T T— H §

Incident Reporting Listing

[Revrence N [ searus e s j
Total Records : 10
Referenc DP ID DP Name Report Status. Uploaded Date -
No.
s IN300183.IN300190.IN301 348 IN302679.IN30290 | 101 pank LiITED Submitted ToNSDLS 21-01-2024
1 IN300183,IN30019 D13481N302679.IN30290 | 111 ganc LIMITED Submitted To NSDL 02-02-2024
N N: LIN N302670.IN302: .
12 IN3200183,IN ]UDIDE’I)II\-Z;S;][;EB[ 302679.IN30200 ICICI BANK LIMITED Draft 02-02-2024
N N 1N N302670,IN302! .
11 IN300183,13 znmgc;(l\_zacé;znﬂa[ 302679,IN30290 || b1 MITED Submitted To NSDL 02-02-2024
10 IN300183 IN300190.INS0134B INS02679.1N30290 11t mavek LvaiTED Submitted To NSDL 20-01-2024
2.IN303028
a IN300183,IN300190.IN301348IN302679.IN30290 | ey panic 1 1mrTED RO 4 Sihmsitred Tn NSDT n7-n2-2n24 e

iv. Click on the reference number to open the report.

- Welcome, SNEHAL V PATIL Home | Lo Tt o . -
‘1 NSDL , Z Participant-Inspaction Audit

Role : dpchecker(IN300601)  Last Login Date/Time : Jan 29, 2024 07:24 PM and Supervision System

Entity : IN-DP-NSDL-15-06 - HDFC Bank Limited

Submit Incident Reporting Form HE
Incident Reporting Form

Iam: * The effected entity ~ Reporting incident affecting other entity

Contact Information of the Reporter

Type Individual ~ Organization
Name * tested Role/Title * Tester
) N
Organization Unknown
name
Contact No. 2866557700 Email unknown@gmail.com
Address

unknown apartment

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in

Corporate Identity Number: U74120MH2012PLC230380
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Welcome, SNEHAL V PATIL

) NSDL

Technology. Trust & Beach

Role : dpchecker(IN300601)  Last Login Date/Time :

Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited

Basic Incident Details

Affected entity (if not same as reporting entity above) :

Incident Type: ~
DoS/DDoS attacks

Attacks on Critical infrastructure, SCADA and
operational technology systems and Wireless networks

Unauthorised access of IT systems/data
Attack on servers such as Database, Mail and DNS and
network devices such as Routers

of critical mation

Attacks through Malicious mobile Apps

Attacks or malicious/ suspicious activities affecting
Cloud computing
systems/servers/software/applications

Other (Please specify)

Is the affected system/network critical to the orga

Jan 29, 2024 07:24 PM

Participant-Inspection Audit
and Supervision System

Home | Lnr
-

okya

Data Breach Data Leak
Attacks or malicious/suspicious activities affecting systems/ servers/

Attacks on Internet of Things (1oT) devices
networks/software/ applications related to Big Data,Block chain, virtual assets, 2= (leT)

and associated systems,

virtual asset exchanges, custodian wallets, Robotics,3D and 4D Printing, additive
networks,software servers

manufacturing Dranes
Defacement or intrusion into the website Malicious code attacks

Targeted scanning/probing of critical
networks/systems

Attacks or incident affecting Digital
Payment systems

Unauthorised access to social media

Identity Theft, spoofing and phishing attacks
Attacks on Application such as E-Governance EE-Commerce tc

Fake mobile Apps
accounts
Attacks or malicious/ suspicious activities affecting systems/

Other (Please speci
serversfsoftware/applications related to Artificial Intelligence and Machine Learning ¢ pecify)

*
n? Yes No

Welcome, SNEHAL V PATIL

& NSDL

[ —r—

Role : dpchecker(IN200601)

E IN-DP-NSDL-15-96 - HDFC Bank Limited

Submi lent Reporting Form

tyvewrt

Domain/URL *

172.14.25.1
Operating unknown
System
Network and 17214251
name of ISP

Affected Application details *

unknown

Last Login Date/Time : Jan 29, 2024 07:24 PM

Is the affected system/network critical to the organization’s mission?

Basic Information of Affected System(Provide information that is readily available)

Participant-Inspection Audit
and Supervision System

Home | Lnr

Yes No

4

1P Address 172.14.25.10

Make/Model/ *
Cloud details

idk

4

Welcome, SNEHAL V PATIL

) NSDL

-

Role : dpchecker(IN300601)

Teetmatogy,

Entity : IN-DP-NSDL-15-96 - HDFC Bank Limited

Submit Incident Reporting Form

unknown

Brief description of Incident *

unknovm

Occurrence date 2610112024

Detection date 30/01/2024

Last Login Date/Time : Jan 20, 2024 07:24 PM

Location of affected system (including City, Region & Country) N

Participant-Inspection Audit
and Supervision System

Home | v

-

Time 12:38 PM

Time 1233 PM

Rejection Reason

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in

Corporate Identity Number: U74120MH2012PLC230380
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Annexure B
Guidelines to submit the Root Cause Analysis (RCA)
1. Fill the report by maker ID
i. Click on e-PASS URL: https://www.epass.nsdl.com to submit the report.

ii. Loginin e-PASS by using DP Maker id.
iii. Go to DP Periodical Reports = Incident reporting form =»View/Search Incident reporting

form.

‘5’ NSDL Welcome, SNEHAL PATIL Home | “’v Participant-Inspection Audit
Role : DP Maker Last Login Dale/ﬁme : Feb 05, 2024 06:45 PM o and supur'i,inn sv'tﬂm

Techniogy, Tust & Resct

Entity : IN-DP-NSDL-20-97 - ICICI BANK LIMITED

Investor Grievances

Surveillance Net worth Submission

Tariff Sheet

ubmit Incident Reporting Form

iv. Filter report with status ‘submitted to NSDL'.

i. Click on the reference number to open the report.

Home | Lo Participant-Inspection Audit
105, 2024 0suas Prt b= and Supervision System

[Renencema- — Status  [Selm ~ = j
fotat ecoras: 10

IN3001831N300190,301348,1302679 1830290 o p—

is 2.IN303028 ICICI BANK LIMITED Subiznilled To NSDL 21-01-2024

i3 2.IN303028 ICICI BANK LIMITED Submitted To NSDL

L IN3001831N300190,1N301545 (N802678. 30290 -

12 Y bosone ICICI BANK LIMITED Drant

1 | INSODIBAINIONIS0INI0ISEINGOZETNGOZ0 | 1cict pan LimiTeD Submitied To NSDL
IN300185.N300190, 3013481830 ” . -

10 oz P — P ——
IN500185,N300750. 3013481302670 IN30290 | 1eucy man s rrrem S ———

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in
Corporate Identity Number: U74120MH2012PLC230380

- National Securities Depository Limited
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€% NSDL

Welcome, SNEHAL PATIL Lo us Participant-Inspection Audit
Rola : O Maker Last Login Date/Time : Fab 05, 2024 06145 PM and Supervision System

ity : IN-DP-NSDL-20-97 - ICICI BANK LIMITED

Submit Incident Reporting Form

Incident Reporting Form

lam: * The effected entity Reporting incident affecting other entity
Contact Information of the Reporter
Type Individual  Organization
Name snehal patil Rale/Title © ester
Organization test pvi id
name
Contact No. 9244444444 Email snehalp@gmail com
Address 10.150.2.99
test ertert
a NSDL Walcoma, SNEHAL PATIL Home | Lo Participant-Inspsction Audit
Y. ; Role : DP Maker Last Login Date/Time : Feb 05, 2024 06:45 PM and Supervision System

Entity : IN-DP-NSDL-20-07 - ICICI BANK LIMITED

Submit Incident Reporting Form 3
Basic Incident Details

Affected entity (if not same as reporting entity above) * oot anity

Incident Type: ~

DoS/DDoS attacks Data Breach Data Leak
Attacks or malicious/suspicious activities affecting systems/ servers/
tions related to Blg Data, Block chain, virtual assets,

Attacks on Internet of Things (IoT) devices

Attacks on Critical Infrastructure, SCADA and networks/software/ aps

2 and associated systems,
nd Wireless networks  virtual asset exchanges, custodian wallets, Robotics,3D and 4D Printing, additive A%

operational technolog)

networks software servers
manufacturing,Orones

Unauthorised access of IT systems/data Defacement or Intrusion Into the website Maliclous code attacks
Mall and DNS and Targeted scanning/probing of critical
Identity Theft, spoofing and phishing attacks - : R/probing
stems

Compromise of critical systems/information Attacks on Application such as E-Governance EE-Commerce etc.

Attacks through Malicious mobile Apps Fake mobile Apps :

Attacks or malicious/ suspicious activities affectin
Py ; . Attacks or malicious/ suspicious activities affecting systems/ o -
by s/software/applications related to Artficial Intelligence and Machine Learning 58 specty

systems/servers/software/applications

Other (Please specify)

ation’s mission? Yos No

15 the affected systes

Walcoma, SNEHAL PATIL Homa | Lo Participant-Inspection Audit

“’ N§DL Tw Maker and Supervision System

n Date/Time : Feb 03, 2024 06+

ICTET BANK LIMITED

Brief description of Incident

tert ert ert
Occurrence date 10012024 Time 647 PM o
Detectiondate " 19,0122024 Time 6:47 PM ©

Incident Root Cause Analysis

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in

Corporate Identity Number: U74120MH2012PLC230380
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vi. Enter RCA details and click on ‘submit RCA to checker’ button.

" NSDL G | e Participant-Inspection Audit
SO o/ Time : Feb 03, 2024 06:43 PM and Supervision Systam
Submit Incident Reporting Form [x W -
Brief description of Incident *
tert et ert
Occurrence date * | 1001/2024 Time 6.47 PM o
Detection date 1010172024 Time 6:47 PM [}

Incident Root Cause Analysis

Tested ‘

vii. Following screen will be displayed.

o . B Ve

@NSDL | T L e T S S

0
,
J
.

Viil. Status of report will be changed to “RCA Submitted to Checker’

O NSDL, | N 4

View/Search Incident Reporting

Incident Reporting Listing

[Rll‘ranrl No. Status = ]
Total Records : 10
13 | IN300183IN300190INGO134BINGO2679.IN30290 | cc) pANK LIMITED RCA Subimitted To Checker 05-02-2024
13 IN300183.IN300180,IN301348.INS02670.IN30290 | ey pank LIMITED Submitted To NSDL. 02-02-2024
2,IN303028
L, | IN300183IN300180.1N301346,IN302679.1N30200 .
12 N ICICI BANK LIMITED Deaft 02.02.2024
11| NI00IB3INI00LI0 NI S INI02ETOINIO200 | icicr ANk LiMITED Submitied To NSDL 02022024
1o | IN300183IN300190INIOIIABINGO2679.IN30290 | ic) mank LIMITED Submitied To NSDL 20-01-2024
a IN300183,IN300190,IN301348,IN302679.IN30290 | 101 ganc 11mITED REA Sulmirrad To NEDIT n2.02.2024

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in
Corporate Identity Number: U74120MH2012PLC230380

- National Securities Depository Limited
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2. RCA Returned to DP Maker:

I Login by using DP Checker
il. Go to DP Periodical Reports = Incident reporting form = View/Search Incident

reporting form

Participant-lnspection Audit

and Supervision System

— =

s - —— ——

‘Submil Incident Reporing Form

iii. Filter report with status ‘RCA Submitted to DP Checker’

P T T

Viaw (Saarch Incident Bapoating

N ! pare [E=m | =

V. Click on the reference number to open the report.
GINSDL | OOl et socem D vimas For S R EEERITR o e

Entity : IN-DP-NSDL-20-97 - ICICT BANK LIMITED

Submit Incident Reporting Form

Incident Reporting Form

ram: * The effected entity Reporting incident affecting other entity

Contact Information of the Reporter

* . .

Type Individual Organization
N * Role/Title

ame snenal patil ole/Title ester
Organization "

rganization test pvi Itd
name
contact No. " Email *

ontact No. 9244444444 mail snehalp@gmail com
Ada "

ress 10.150.2 99
test ertert

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in
Corporate Identity Number: U74120MH2012PLC230380

- National Securities Depository Limited
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a NSDL Welcome, SNEHAL V P Home | Logout ” Participant-Inspection Audit
Role : DP Checker Last Login Date/Time : Feb 05, 2024 06:45 PM e A e

Techmology, Test & React.

Entity : IN-DP-NSDL-20-97 - ICICI BANK LIMITED

Submit Incident Reporting Form

Basic Incident Details
Affected entity (if not same as reporting entity above) * | entity
. -
Incident Type:
DoS/DDoS attacks Data Breach Data Leak
Attacks or malicious/suspicious activities affecting systems/ servers/

Attacks on Internet of Things (10T} devices
and associated systems,
networks,software, servers

Attacks on Critical infrastructure, SCADA and networks/software/ applications related to Big Data,Block chain,
operational technology systems and Wireless networks  virtual asset exchanges, custodian wallets, Robotics,3D and 4D Printing, additive
manufacturing,Drones

Unauthorised access of IT systems/data Defacement or intrusion into the website Malicious code attacks

Attack on servers such as Database, Mail and DNS and Targeted scannin, robing of critical
" Identity Theft, spoofing and phishing attacks B e/probing

network devices such as Routers networks/systems

Attacks or incident affecting Digital

Compromise of critical systems/information Attacks on Application such as E-Governance,EZ-Commerce etc.
Payment systems
Unauthorised access to social media
Attacks through Malicious mobile Apps Fake mobile Apps
accounts
Attacks or malicious/ suspicious activities affecting Attacks or malicious/ suspicious activities affecting systems/
Cloud computing servers/software/applications related to Artificial Intelligence and Machine Other (Please specify)
systems/servers/software/applications Learning
Other (Please specify)
‘ NSDL Welcame, SNEHAL V P Home | Logout Participant-inspastion Audit
L‘ R P Chacker Date/Time : Feb 05, 2024 06:49 PM and Supervision System

IN-DP-NSDL-20-97 - ICECT BANK LIMITED

Submit Incident Reporting Form ~

Location of affected system (including City, Region & Country)

test ert

Brief description of Incident

tert ert ert
o date Ti ’

ceurrence date 10/01/2024 me 647 PM [e]
tion d. § i '

Detection date D — Time 647 P ®

—

V. Enter rejection reason =>Click on Returned to Maker

a S Welcome, SNEHAL V P Home | Logout 0 Participant-Inspection Audit

EYNSDL | ....orcecae e s e

i z 4 % and Supervision System
Enity : IN-DP_NSDL-20-57 - ICICI BANK LIMITED

Submit Incident Reporting Form -

. . N
Occurrence date 10/01/2024 Time 6:47 PM ©

. * §
Detection date 10/01/2024 Time 6:47 PM ©

Incident Root Cause Analysis

Tested

Rejection Reason

Return RCA To Maker Submit RCA To NSDL

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in

Corporate Identity Number: U74120MH2012PLC230380
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Vi. RCA successfully returned to DP maker.

Y NSDL

e'm R S
wnd Supervinion Sestam

3. Submit the Root Cause Analysis report to NSDL

I Login by DP Checker.

. Go to DP Periodical Reports=» Incident reporting form =>View/Search Incident
reporting form

5’ Welcome, SNEHAL PATIL Home | Lo Plrticipnnt-lnspacﬁnn Audit
G NSDL Role : DP Maker Last Login Date/Time : Feb 05, 2024 06:45 PM and Suparvi:iun sY‘"m
Entity : IN-DP-NSDL-20-97 - ICICI BANK LIMITED

Surveillance Tariff Sheet

‘ Submit Incident Reporting Form

iii. Filter report with status ‘RCA Submitted to DP Checker’

Viarer Search InciSant B poatieg

P R - — = —E s

BLANK LI TED il Sesmemoriesl S8 Cracas

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in
Corporate Identity Number: U74120MH2012PLC230380

- National Securities Depository Limited
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Welcome, SNEHAL PATIL

&Y NSDL

Submit Incident Reporting Form

Role | DP Maker

Entity 1 IN-DP-NSDL-20-97 - ICICI BANK LIMITED

The effected entity

Contact Information of the Reporter

Type Individual Organization

Name snehal patil

Organization *
name

tost pvt td

Contact No.

9244444444

Address 10.150.2 99

test ertert

Last Login Date/Time : Feb 05, 2024 06:45 FM

Incident Reporting Form

Reporting incident affecting other entity

Role/Title " oy

Emall snehalp@agmail com

Home | Lo

Participant-Inspaction Audit
and Supervision System

Welcome, SNEHAL PATIL

&Y NSDL

Role 1 DP Maker

Entity : IN-DP-NSDL-20-57 - ICICI BANK LIMITED

Basic Incident Details

Incident Type: *
DoS/DDoS attacks

Attacks on Critical infrastructure, SCADA and
operational technology systems and Wireless networks

Unauthorised access of IT systems/data
Attack on servers such as Database, Mail and DNS and
network devices such as Routers

Compromise of critical systems/information

Attacks through Malicious mobile Apps

Attacks or malicious/ suspicious activities affecting
Cloud computing
systems/servers/software/applications

Other (Please specify)

—

Affected entity (if not same as reporting entity above)

Last Login Date/Time 1 Feb 05, 2024 06145 PM

test entity

Data Breach
Attacks or malicious/suspicious activities atfecting systems/ servers/

networks software/ spplications related to Big Dats,Black chain, virtual assets,
virtual asset exchanges, custodian wallets, Robotics, 5D and 4D Printing, additive
manufacturing, Drones

Defacement or intrusion into the website

identity Theft, spoofing and phishing attacks

Attacks on Application such as E-Governance, EB-Commerce ete

Fake mobile Apps

Attacks or malicious/ suspicious activities affecting systems/
servers/software/applications related to Artificial Intelligence and Machine Learning

Home | Lo

Participant-Inspection Audit
and Supervision System

Data Leak
Attacks on Internet of Things (10T) devices
and assoclated sy:
networks,software servers

Malicious code attacks

Targeted scanning/probing of eritical
networks/systems

Attacks or incident affecting Digital
Payment systems

Unauthorised access to soclal media
accounts

Other (Please specify)

Click on Submit RCA to NSDL.

Occurrence date

10/01/2024

Detection date 10/01/2024

« Feb 05, 2023 06:45 PH

6:47 PM

547 PM

| = Participant-Inspection Audit
and Supervision System

Incident Root Cause Analysis
Tested

Rejection Reason

tested

Submit RCA To chocker

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in

Corporate Identity Number: U74120MH2012PLC230380
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L’ NSD‘. — . - _-‘ . otn " VORI I “e wnd Sepervision ln":

4. VIEW/SEARCH Root Cause Analysis report

i. After submission of RCA report user can view the report by using view search incident report tab

DP checker can check the submitted root cause analysis report from ‘View / Search incident

Reporting form’ menu.

i. Login to e-PASS by using DP Checker
. Go to DP Periodical Reports - Incident reporting form - View/Search Incident reporting

form.

t‘, NSDL s i "3 “Participant-Inspection Audit
#¥ INOLIL, Role : DP Checker Last Login Date/Time : Feb 05, 2024 06:48 PM and Suparvision System

Entity ; IN-DP-NSDL-20-97 - ICICI BANK LIMITED

Mot worth Submission Othora O e Inspsction module Mastern Investor Grigvancss

Risk Assessment Report
Submit Incident Reporting Form

VAPT Report

Quarterly report of Cyber incident

IARIGAR Report

ALand ML Report

Annual System Audit Report

Compliance Certifoate:

iii. Filter Report with Status ‘RCA Submitted to NSDL".

"ogosParticipant-Inspection Audit
e B and Supervision System

©3 NSDL

Lve
. Last Login DateTime : Feb 05, 20
e 07 - BANK LinzTe:
View/Search Incident Reporting <]

ncident Reporting Listing

[xe — — < = ]
| msoimaa: 12 ace79 302902 [ — Subricred To NSDL 02.02.2022
1o | msooimaa: 12 ace7s 302902 [ — Subricred To NSDL 20.01.2022
N 3001830 12 ace7s 302902 [ — REA Subumiteed To NSDL 02.02.2022
e ms00183m $81N302675, I3, 1CIC1 BANK LIMITED RCA Returned To Maker 02.02.2022 e

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
Tel.: 91-22-2499 4200 | Fax: 91-22-2497 6351 | email: info@nsdl.com | Web: www.nsdl.co.in
Corporate Identity Number: U74120MH2012PLC230380

- National Securities Depository Limited
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: Click on the reference number to open the report

Walcam

©YNSDL, |

Submit Incident Reporting Form

., SNEHAL PATIL

o Maker Last Login Data/Time

Feb 05, 2024 06:a5 PM

Homa | Loy

Participant-Ilnspection Audit
and Supervision System

The effected entity

‘Contact Information of the Reporter

Type Individual ~ Organization

Name snehal patil

Organization *

test pyt Itd

name

Contact No. 9244444444

Address * 10.150.2.99
test ertert

Reporting incident affecting other entity

e ester

Email snehalp@gmail com

€Y NSDL

Role :

Welcome, SNEHAL PATIL
DP Maker

E IN-DP-NSDL-20-97 - ICICI BANK LIMITED

incident Reporting Form
Basi dent Details

Affected entity (if not same as reporting entity above) ~

Incident Type: ~
DoS/DDoS attacks

Attacks on Critical infrastructure, SCADA and
operational technology systems and Wireless networks

Unauthorised access of IT systems/data
Attack on servers such as Database, Mail and DNS and
network devices such as Routers

Compromise of critical systems/information

Attacks through Malicious mobile Apps

Attacks or malicious/ suspicious activities affecting
Cloud computing

systams/servers/software/applications

Other (Please specify)

15 the affected system/network critical to the organization’s m

 cm————————————————————————————————————————————————————

Last Login Date/Time : Feb 05, 2024 06:45 PM

test entity

Datz Breach
Attacks or malicious/suspicious activities affacting systems/ servers/
networks/software/ applications related to Big Data,Block chain, virtual assets,
virtual asset exchanges, custadian wallets, Robotics,3D and 4D Printing, additive
manufacturing,Drones

Defacement or intrusion into the website

Identity Theft, spoofing and phishing attacks
Attacks on Application such as E-Governance, E3-Commerce etc.
Fake mobile Apps

Attacks or malicious/ suspicious activities affecting systems/
servers/software/applications related to Artificial Intelligence and Machine Learning

nz * Yes No

Participant-Inspection Audit
and Supervision System

Home | mr

Data Leak

Attacks on Internet of Things (10T) devices
and associated systems,
netwarks,seftware, servers

Malicious code attacks
Targeted scanning/probing of critical
networks/systems

Attacks or incident affecting Digital
Payment systems

Unauthorised access to social media
accounts

Other (Please spacify)

lent Reporting Form

Briet description of Incident

tert ert art

Oceurranca dats 10/01/2024

Detscrion aats T

T 647 PM =}

Time 47 PM (=]

“Participant-lnspaction Audit
and Supervision System

InciIent ROSE Catise Analysla

Testea

Rejection Reason

‘Sulbmait RGA To NSDL

[

END OF THE DOCUMENT

*k%k

National Securities Depository Limited

4t Floor, ‘A’ Wing, Trade World, Kamala Mills Compound, Senapati Bapat Marg, Lower Parel, Mumbai - 400 013, Maharashtra, India
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