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Circular No.: NSDL/POLICY/2024/0070                                                                  May 28, 2024 

 

Subject: Report of Indian Cyber Crime Coordination Centre with respect to Abuse of ‘SMS 

Headers’ in Transnational ‘Stock Market Investment Fraud'. 

 

Attention of Participants is invited to NSDL Circular Nos.: NSDL/POLICY/2023/0043 dated March 27, 

2023 and NSDL/POLICY/2023/0117 dated September 06, 2023 regarding “Guidelines to curb spam 

SMSes and misuse of Headers and Templates by unauthorized Telemarketers (UTMs)”. 

 

In this regard, all Participants are hereby informed that, SEBI vide its email dated May 15, 2024, 

has informed about the receipt of a report dated April 18, 2024 from the Indian Cyber Crime 

Coordination Centre titled 'Abuse of ‘SMS Headers’ in Transnational ‘Stock Market Investment Fraud’ 

(copy enclosed). 

 

In view of the above, Participants are advised to take necessary measures, as mentioned in the 

report, including the following: 

1. Measures to prevent misuse of their SMS headers, entity and template ID by telemarketer or 

through DLT platform. 

2. Measures to follow directions issued by TRAI dated February 16, 2023 and May 12, 2023 w.r.t 

“curb spam SMSes and misuse of Headers and Content Templates” (Reference: “Guidelines 

on SMS” of ‘Miscellaneous’ chapter of NSDL Master Circular for Participants.) 

Additionally, review all SMS headers and Content Templates and surrender/close unused 

Header and Template. 

3. Measures for prompt reporting of any impersonation of their identity, trade mark, logo etc. by 

any fraudster on National Cybercrime Reporting Portal. 

Participants are requested to take note of the above and ensure compliance. Further, 

Participants may take any other action, as deemed necessary, in addition to the aforesaid measures 

on the captioned subject. 

 

For and on behalf of  

National Securities Depository Limited 

 

 

Arockiaraj  

Manager 

 

http://www.nsdl.co.in/
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 Enclosure: One 

 

  

FORTHCOMING COMPLIANCE 

Particulars Deadline Manner of sending Reference 

Investor Grievance Report 
(Monthly) 

By 10th of the following 
month 

Through e-PASS 

1. Para 20 of NSDL Master Circular for Participants on 
‘Grievance Redressal’ chapter. 

2. Circular No.: NSDL/POLICY/2023/0161 dated November 
13, 2023  

 
Artificial Intelligence /Machine 
Learning Reporting Form (if 
offering or using such technologies 
as defined) (Annually) 

Within three months of 
the end of the financial 
year 

Through e-PASS Circular No.: NSDL/POLICY/2024/0003 dated January 05, 2024 

http://www.nsdl.co.in/
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