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Circular No.: NSDL/POLICY/2024/0013

Subject: Cyber Incident Reporting.

January 24, 2024

Attention of Participants is invited to the SEBI circular No: SEBI/HO/MIRSD/TPD/P/CIR/2022/93 dated
June 30, 2022 (Ref. NSDL Circular No.: NSDL/POLICY/2022/096 dated July 06, 2022), wherein all the

‘Cyber-attacks, threats, cyber-incidents and breaches experienced by Stock Brokers / Depositories

Participants shall be reported to Stock Exchanges / Depositories & SEBI within 6 hours of noticing /

detecting such incidents or being brought to notice about such incidents.’

In this regard, Participants are hereby informed that “The incident shall also be reported to Indian

Computer Emergency Response team (CERT-In) in accordance with the guidelines / directions issued

by CERT-In from time to time. Additionally, the Stock Brokers / Depository Participants, whose systems

have been identified as “Protected system” by National Critical Information Infrastructure Protection
Centre (NCIIPC) shall also report the incident to NCIIPC”.

Participants shall report about such
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incidents to NSDL through the dedicated e-mail

id:

Arockiaraj
Manager
FORTHCOMING COMPLIANCE
Particulars Deadline Manner of sending Reference

By 10" of the following
month

Investor Grievance Report
(Monthly)

Through e-PASS

1. Para 20 of NSDL Master Circular for Participants on
‘Grievance Redressal’ chapter.

2. Circular No.: NSDL/POLICY/2023/0161 dated November
13, 2023

Compliance Certificate (half

st
yearly) January 31

Through e-PASS

Para 17 of NSDL Master Circular for Participants on ‘Internal
Controls/Reporting to NSDL/SEBI’ chapter.
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